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ABSTRACT

In recent years there has been much interest in modelinghette
traffic that comes from inside large networks, such as atersut
or gateways. In this work we focus on modeling a little stddie
type of traffic—namely the network traffic generated from -end
hosts. We study traffic data collected from hundreds of eniws
laptop users. We introduce a parsimonious parametric nufdieé
marginal distribution for connection arrivals. We emploxtare
models based on a convex combination of component disiwifmit
with both heavy and light-tails. These models can be fittetth wi
high accuracy using maximum likelihood techniques.

Our methodology assumes that the underlying user data can be
fitted to one of many modeling options, and we apply Bayesian

model selection criteria as a rigorous way to choose theepexd

combination of components. Our experiments show that a sim-

ple Pareto-exponential mixture model is preferred for aewihge
of users, over both simpler and more complex alternativdss T
model has the desirable property of modeling the entirgilist
tion, effectively segmenting the traffic into the heavyadias well
as the non-heavy-tailed components. Scaling the time-avinded
to bin the data varies the relative contributions of the congmts
strongly, but affects the component parameters less so.llifge i
trate that this technique has the flexibility to capture theendi-
versity of user behaviors.
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generation is as the superposition of traffic from a coltettf user
models. In that approach, traffic volumes can be scaled kyngr
the number of synthetic users, and traffic mixes may be vdnyed

varying the behavior of individually modeled users.

The most likely reason that endhost traffic models are sa@scar
is that it is difficult to obtain the raw measurements needéte
those measurements require the express consent of eacim aser
sufficiently large set. Furthermore, such measuremenengaby
require installing a collection tool directly on each usariachine

— a tool whose management requires considerable goodwiti fr

the affected users.

The value of endhost models combined with the difficulty af-en
host instrumentation have motivated some efforts that héeto
infer endhost traffic properties from an observation paistde the
network [15, 17]. While such approaches have shed some light
they are fundamentally limited — for example, when usersweoe
bile. What is needed for a comprehensive view of endhodidraf
is a measurement tool that moves with the user and contimues t
observe network traffic as the user switches between differet-
works and different environments (e.g., work and home).

In this work we deploy such a tool and analyze its outputs to
develop models for end user traffic. We study a population76f 2
enterprise users over a period of five weeks (83). Our toal col
lects all packet headers entering and exiting the machinello
networking interfaces. To accomplish this, we soliciteteeprise
employees to sign up on a voluntary basis for the trace dallec
Participants explicitly gave consent for data collectieagh user

In the last decade or so, there has be a tremendous amount oflownloaded and installed the data collection software eir tfer-

research done in the area of Internet traffic modeling (€79,
19, 21, 24, 31, 33, 37, 38]). Traffic models are helpful in sajva
wide range of problems, including traffic engineering, s&\pro-
visioning, routing, and network performance evaluation. date,
however, the vast majority of traffic modeling research lasi$ed
on traffic seen inside a network: at routers, gateways, meser
Relatively little work has been done to model traffic as se¢emd-
hosts, e.g., at laptops or desktops.

The paucity of endhost traffic models is limiting, becausayna
problems can benefit from an understanding of the nature @f en
host traffic. For example, a natural formulation for synithaaffic
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sonal machines.

The most salient property of the resulting traffic measurgme
is the presence dieavy tails(data that seems well modeled by a
power law distribution). Among other results, we show fa finst
time that the counts of flow arrivals binned over a range @fivals
show heavy-tailed behavior. We also find heavy tails in a rermb
of other traffic properties, some of which echo and deepeultses
from prior work.

While many studies have looked at heavy tails in networKitraf
there are a number of limitations in previous studies thabwer-
come in this work. First, many previous studies have dewop
models or parametrizations that only describe the tail comept
of some metric. Our goal was to build models for traffic projesr
that describe the entire distribution, not just the tailisTie impor-
tant, for example, in generating synthetic traffic for paerfance
evaluation. When studying a load balancing or resourceatilon
scheme, it is often of interest to be able to compute theeedts-
tribution of performance measures (such as delay), in iatdib
studying low probability events (such as loss).

The second limitation we overcome concegosdness-of-fit test-



ing versusmodel selection.Fitting power law models to data is
common, though the process is notoriously tricky [6, 7, 3522)].
Frequently the experimenter will assume a power law fornm- co
firm it by visually observing the data on a log-log plot, anérth
extract the slope parameter by performing a least-squagss-
sion on the logarithm of the histogram. Given parametenesti
tions, the next step is to pick a power law distribution anafe a
hypothesis that the data could have been plausibly gekfrate
this distribution. To test the hypothesis, goodness-ofrfithods
are often used. The limitation of this approach is that gesdn
of-fit tests, and their associatéttvalues, are meant to rule out hy-
potheses (i.e. to reject the hypothesis). This is certaiagful for
guiding data investigation, but they do not actually tellnren the
model is right. The best one can do with this method, in asttati
cal sense, is to say that a given model has not been ruled dbeby
data. In fact, there will be cases when more than one modsépas
a goodness-of-fit test, or none of the proposed models ddfires

in an indeterminate result. What is needed to confirm thegarop
choice of model is not model fitting but rather model selattia
different problem with a different statistical basis.

In [6], the authors highlight the lack of care pervasive ia lit
erature on power laws, and apply a rigorous approach to apply
ing goodness of fit methods. In the process they review numsero
power law claims that have been made in the literature, addHet
claims of power law tails among well-known supposedly-“gow
law” datasets are not supported by the data. The clear csinnlu
from that work is the indeterminacy of goodness-of-fit melhéor
applying power law models to data.

To address this limitation, we approach the modeling protds
model selection rather than as goodness-of-fit testing.gblaé of
model selection is to compare models from a given set, assggpo
to merely estimating the best fit for a single model. Thus waato
presuppose a particular distribution model; instead we wiith a
family of nestedmodels (i.e. a family of distributions where one is
a subset of another) and our methodology selects the bestimod
To select among the candidate models, we Bages Factordo
make pairwise comparisons of models on the same set of data, a
to make specific statements about which model is better [23].
requirement for using Bayes Factors is to consider modetsaib
ply to all the data (not just the distributional tail). Foretharge

sample sizes that we consider, the log Bayes Factor can be wel

approximated by the difference of two modeBayesian Informa-
tion Criteria (BIC). Pairwise examination of models’ BIC values
allows the comparison of increasingly complex models (rmge
of the number of parameters), while factoring out the improent

in fit that is merely due to increased degrees of freedom. When

two models are compared and little difference is obsenre the
less complex of the two can be selected. The BIC model sefecti
criterion penalizes a model based on the number of its pdeame

and thus balances the cost of an increased number of paramete

against the improvement in goodness of fit.

This work makes a number of discrete contributions. Our first
contribution is in modeling endhost traffic using mixture dats
(84.1), and in doing so using a rigorous model selection .

We have elected to study mixture models because they are flex-

ible enough to model complete distributions for our datdh@a
than just the tail). A mixture model is a convex combinatidn o
“component” distributions, where the parameters of thepament
distributions as well as the mixture variable (itself a dite prob-
ability distribution) are estimated from data. We use bathven-
tional component distributions (exponential) as well asg@olaw
(Pareto) components. The nested family of distributionscom-
sider are: Pareto-only models, denoted P; a mixture of ope-ex

nential and one Pareto, denoted EP; and a mixture of 2 exfiatsen
and 1 Pareto, denoted EEP.

Our second contribution is the application of Bayes Fadiars
model selection (84.3). Although this method is well knowrihie
statistics community, it has seen little applicability etinternet
measurement community. We use Maximum Likelihood methods
(84.2) for parameter estimation and validate (85) the agupf
our parameter estimation technique on synthetic dataeatdetm
mixture models. Our success with this method in modeling end
host traffic suggests that it might be fruitful to explorengsthis
modeling technique to other heavy-tailed datasets of mtwea-
surements.

Our third contribution lies in the results of extensive aggion
of this method on our endhost traffic data (86). We find thatHer
metrics we study (flow arrivals and idle period lengths), vhast
majority of users are well modeled by the EP distribution; e
smaller number are better modeled by P and EEP models. Here th
flexibility of our approach is a strength, because our methoses
not insist that all users need to be described by the samelmode

Ouir final contribution lies in examining the results of ourdno
eling. We expose and highlight strong invariants acrosssugs),
but also illustrate the nature of the diversity among déferusers.
For example, we demonstrate that tail properties and miftangy
tions differ dramatically across our set of users. Finail\gv we
discuss application of our results to to synthetic traffingyation,
and we provide an initial exploration of the generative psses at
the application level that may influence the nature of theltieg
mixture models.

2. RELATED WORK

Heavy tailed statistics have been documented in numeraats ph
nomena in network traffic; in the popularity of web pages [B],
traffic demands [13]; in network topology [25], in TCP intrrival
times [12], in wireless LAN traffic [26], and many others. As
mentioned earlier, most of this work analyzes traffic caéedfrom
inside the network at locations where anywhere from hursited
millions of users’ traffic is aggregated. To the best of ouowh
edge, our work is the first to study connection traffic gerestati-
rectly on user laptops.

The seminal work by Leland et al. [24] studied LAN traffic and
convincingly demonstrated that actual network traffic I&sinilar
or long-range dependent in nature (i.e., bursty over a watge
of time scales). Our work differs in two ways. First, thatdstis
Ethernet LAN data captured the aggregated traffic of manysuse
whereas we focus on models for individual user traffic. Sdcome
observe the power law nature of traffic in the first-ordelistias of
traffic rates, rather than in the second-order autocoroelgtroper-
ties. Both approaches result in estimating a power-lawrpeter,
but the meaning of the parameters should not be confused.

Modeling and characterization studies are often followesthd-
ies that attempt to understand the underlying causes foolhe
served behavior [8,19, 38,40]. Our study is mainly concgmith
finding models for endhost traffic, although we do briedlylerg
some questions of generative processes. In future work ye twm
more deeply investigate the causes lying behind EP mixtueé- m
els.

Work closer to our study is reported in [2,10]. Those studies
captured HTTP requests through instrumentation in web &eosv
or proxies, and so are similar to ours in focusing on a traffiens
at a fixed set of endhosts. Results from those studies werk use
in developing tools for generating representative usestElTTP
traffic [3]. However, those studies did not look at the totlaf an
individual endhost’s pattern of connections over time.sTdriicial



difference makes our results more useful for general traffidel-
ing. In particular, those studies only looked at Web trafisbset
of all traffic on the endhost) meaning that the resultindficafen-
eration tools were limited to reproducing only Web browsbeg
havior. In fact, as we shall see, the aggregate traffic onestdlis
influenced strongly by applications other than the Web. Apdam
tant aspect of this distinction is that our data also inctuaetwork
traffic that is machine generated (i.e. not user generakéalhine
generated traffic comes from background enterprise ajpigita
chatty protocols, and the many auto-update checking mésrhan
(e.g., for software and firewall rule updates) that are w@ibycin-
stalled on corporate laptops.

Another end user study looks at data from Neti@Home users,
and models think time as well as bytes sent and received fé& TC
and UDP connections [34]. They do not model traffic at the gran
ularity of connection arrivals. In [4], the authors repont the di-
versity in distributional tails of user behaviors. This elisity is
captured by a simple metric, the ‘d9ercentile of various distri-
butions on user protocol traffic. The models proposed in apep
capture user tail diversity with richer measures, such asktbpe
parametery of the Pareto distribution from the EP model.

The idea of using mixture models for Internet traffic has been
proposed in other contexts before [14]. That work proposes u
ing hyperexponential models to approximate heavy-tailettidu-
tions. Thus it is not about explicitly modeling data colkstfrom
the Internet, but more about fundamental methods for ajmax
tions of heavy-tailed distributions. The advantage ofrtheirk is
that their effort provides analytically tractable repmsgions that
can be used subsequently for queueing theory models. Howeve
the disadvantage (as the authors acknowledge) is thatineinre

models have a large number of parameters. In our work, we ob-

tainparsimonious models with a small number of paramet&lis.

traffic is needed. Our study is one step in this direction.

3. DATASET DESCRIPTION

The dataset used in this paper consists of traces collet&tha
enterprise end-hosts (90% laptops), spanning a periodprbaip
mately 5 weeks. Because of the way our enterprise manages em-
ployee machines, each end-host corresponds to one and m&ly o
user. All of the participants ran a corporate standard tofilin-
dows XP on their hosts that includes a number applications re
quired by the enterprise IT organization for security, neiance
and monitoring.

Packet-level traces were collected the end-hosts, rather than
at a network tap. This provides visibility in@ll the traffic, even
as end-hosts move in and out of the network, change intexface
and/or IP addresses. Our software collection tool WAfeaDunp,

a Windows version of cpdunp, to log packet headers. Concur-
rently, we ran a homegrown application that sampled ustrigc
variables every second such as the number of key strokederum
of mouse clicks, and CPU load. Both WinDump and our activ-
ity monitoring code were wrapped in an application that keat
changes in the active IP address and network interface handp-
portunistically uploaded trace files to a central servepdrtantly,
the logging was turned off during uploads. The trace cabhect
effort yielded approximately 400 Gb of packet header traces

These packet level traces were converted into flows (based up
the standard 5-tuples) using BRO [32]. The starting timeaafhe
flow generates a point process in continuous time that we\@n o
non-overlapping constant duration time-windows to creatame
series for each user. Each user trace was binned for 8 differe
window sizes, starting at 4 seconds, and increasing in phegtiof
2, up to 512 seconds. Each bin contains a count of the new flow

of our models range from having 1 to at most 5 parameters; most arrivals. Theflow countevents within each time-window dyin

users are well modeled using only 3 parameters. Furthegnn c
strast to the fitting-oriented approach [14], our work nctuase
the presence of a heavy-tailed component ahead of time.eh-is
tirely possible for our mixture model to assign a negligiBkereto
component to a dataset.

One of the driving motivations for developing traffic modisi$o
be able to build traffic generators that can be used in sionland
emulation tested beds for evaluating protocols, traffidres®ying
optimizations, and so on. A good list of available tools carfidund
at [1]. Most of these tools generate aggregated traffic; itrest,
models such as ours could be used to generate single udar traf
as well. For example, SWING incorporates some aspects of use
behavior [36]. SWING combines user, application and networ
behaviors to generate accurate request-response stresiths a
network; it successfully reproduces the types of burssirsesn in
the Internet today. The SWING user model is primarily focLise
capturing user idle and active times, and does not capteredffic
metrics that we do, namely connection arrivals. We antteipiaat
our modeling results could be incorporated into SWING tdamnr
the component of that system that describes user behavior.

Recently there is increased interest in modeling and deagri
the behavior of enterprise end users [15, 16]. IT manageisent
driving this trend, as it faces an increasingly heterogesemmm-
puting environment. Autonomic computing is heading tovsarelf-
diagnosis for fault identification, and endhost profilestagimg ex-
plored for security purposes [4] and resource managemeot. F
example, in [22] the authors design mechanisms to allowshost
participate in network management, traffic engineering atier
operational decisions by explicitly controlling host fiaf To bet-
ter calibrate such applications, a deep understanding efuser

are the random variables modeled in this work. In our dasaset
the median sample size was 9771 intervals, and the maximwm wa
264000. There can be two causes for the appearance of norketwo
activity in some bins of a trace. One is that the machine ig@ff

in standby). These periods can easily be confirmed in ouesrac
because we can check that the CPU load was zero, and that there
were no mouse or keyboard clicks. We removed these times from
our traces because we are interested in analyzing netwaffictr
when the machine is powered on. The second cause for irtgctivi
occurs when the machine is active but there are simply no roeve fl
generated. We identified these periods using the uselitgdtace
associated with the packet trace to infer those intervalsnithe
end-host was connected to the network, but did not geneeate n
flows. For these time intervals, the counts in a bin are zero.

We mainly focus on modeling the flow events when the counts
are nonzero. We do this in order to characterize the flow traffi
when the network is active. However, for the purposes of syn-
thetic traffic generation it is important to understand tleénork-
idle times. We thus processed our time series to gather tgghe
of all the network-active and network-idle periods per utesec-
tion 7, we illustrate that our methodology can also be appie
parametrize an ON-OFF model for network-activity and nekwo
idle.

4. METHODOLOGY
4.1 Mixture Models with Heavy Tails

A mixture modeis a probability model composed of a convex
combinations of probability densities. Such models areilfamin
the Statistics literature, [11] [18] and have gained repepiularity



due to their similarity to some artificial neural network neteland
their possible Bayesian interpretation [20]. A mixture rabdan
be thought of as a hierarchical model where the mixing wsight
determine the probability of each of the component models.

We firstintroduce some notation. For component densifi€s,),
and mixture fractionsn;, the finite mixture model, ok compo-
nents, with parameteis, ¢ is the convex combination given by:

k
fla|m,0) = mifi(z]6:), @
i=1

k
sty mi=1,m; > 0.
i=1
where thed are the component parameters, and= mj . .. mg.
The degrees of freedomf the model is then just the count of pa-
rameters, e.g. fok components, each with a single parameter, the
full model will havek + (k — 1) parameters, the-1 because of the
normalization constraint om.

We propose to consider the following nested family of dimtri
tions: a Pareto only model labeled (P), a mixture of one egpen
tial and one Pareto (EP), and a mixture of two exponentialoae
Pareto (EEP). The “pure power-law” model we fit is

flz|a)=Czx™" P

Because flow counts take on positive integer values, we wse th
discrete version of the Pareto density in our models. Theevaf

the normalizing constan€; for the discrete Pareto (referred to also
as theZetg is

1

¢= C(Oé, m'min) ’ (2)
where
Cla, Tmin) = Z(” + Tmin) " (3)
n=0

Our P model serves as the “null hypothesis” in our model sielec
approach. Our EP model is defined as

Az

f(z|m, A1, ) = midie” (EP)

+ (1 —=m1)Ca™".
The motivation to using such a model is so the tail behaviartE
captured by the Pareto component, thereby allowing theepties
of the central part of the density to be revealed and capthyed
an alternate distribution. The mixture variable adds agodegree

of freedom, revealing the relative contribution of the caments.
The two exponential mixture density model is thus:

flx]m, A, A2, ) = midie M
+m2)\2€7A21'

+(1=m1—m2)Cz™ .

(EEP)

The intent behind using a family of models is to allow for tte d
versity of each user’s machine to be captured. These moliigis a
for data that is either purely heavy-tailed or is a mixtureté\that
they can also capture data with little to no heavy-tail. lohsoases,
an EP model could be selected with a insubstantial weighthfer
Pareto component. In general, these are very parsimoniodsls)
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Figure 1: Flow count data for a single endhost machine. Visu-
alization of EP and P model fits.

data values. We may still recover a threshold for where tite ta
starts by examining where the pareto mixture componentrbeso
dominant.

We were motivated to consider these models not only because
they capture a broad range of traffic behavior and because the
are parsimonious, but also because our visual exploratiagheo
data indicated the potential was good. An example of data fro
a single user machine is plotted in Figurel. We fitted both Bn E
model (solid colored line) and a Pareto distribution (daskee).

We can see that the exponential component of the mixture imode
shows a close match for the dense part of the distributiopgup
left) whereas the pareto exhibits a poor fit for this portidrihe
data. For the tail portion, both models do reasonably, afjhahe

EP model is a bit better.

4.2 Estimating Model Parameters

The model paramters are estimated using maximum likelihood
The maximum likelihood estimate (MLE) has numerous ativact
qualities. If the model contains the true data generatistridi-
tion, and is differentiable in quadratic mean (DQM) [35 tMLE
converges to the true parameters at a taf¢//n). Pareto dis-
tributions and mixtures of DQM models satisfy differentldi in
quadratic mean. Even if the model does not contain the trtee da
generating distribution, the MLE converges to the best@agpra-
tion to the true distribution within the model’s constrairt a rate
O(1/+/n). The MLE is also asymptotically efficient, so no other
estimator can obtain a better asymptotic variance than thg.M

We used an interior point method [39] to enforce the constsai
on the model parameters. Interior point methods are iteraip-
timization methods that enforce constraints by adding aykted
concave barrier function that steeply decreaseszoat the bound-
ary of the constraint set. This concave barrier preventssides
based maximization methods from stepping outside the @nst
set. The weight on the barrier is decreased while using tea-pr

the EP model has 3 parameters, and the EEP has only 5. We've sebus solution for initialization, and a new solution is cortgal The

the Pareto parameter,,;,, (indicating where the tail starts) to one
because is the smallest value our flow count data can take en wh

weight continues to be reduced until the barrier becomeligilelg.
A typical choice of barrier function ikg. Thus, for the EP model

the network is active, and we need the model to span the range o with likelihood functioni, mixing weightsm1, m2, pareto param-



etera, and exponential parametar the constrained optimization
problem

max l(m1, ma, a, \; x)
mi+mo=1my,mo>0
a>1,A>0
may be solved by the sequence of unconstrained problems

max
miy,a,\

+ c;t) log(\) + cét) log(1 —

l(m1,1 —mi, o, \;z) + cgt) log(a — 1)

m1) + c:(,t) log(ma1)

wherems has been replaced By- m; and the weights on the bar-
rier c,Et) — 0" ast — oo. By convention, we takéog(z) = —oo

marginal likelihoods:

P(D|Mzp)
P(D|Mp)

An unprejudiced rule implies equal model priors, in whiclsea
the Bayes Factor and the posterior odds-ratio are equak that
this criterion is similar to a maximum likelihood ratio, brether
than taking the probability at the maximum, the integral o t
probability over the range dof is needed. Doing so results in a
correction on the degrees of freedom in the model which guard
against overfitting. Adding more parameters to a model aod th
increasing its degrees of freedom can only increase thihda
at the maximum but does not necessarily improve marginalidik
hood.

BFgpp = (6)

if z < 0. These unconstrained problems can be solved using the = This integral requires a prior over tie Experiments on our
opt i m() function in the statistical programming language R. This large sample data showed that likelihoods are stronglygueatound

function implements a Quasi-Newton method for optimizatido
exclude obviously bad solutions, we also added constraivats
the Pareto and the exponential parameters were not tooatige
a < 4and) < 3.5.

Since the mixture model typically contains local optima, vee-
formed the optimization multiple times with random inititions

their maximum a#), not surprisingly. Thus numerical integration
works poorly due to limited numerical precision. Both theesu
tions about integration and the prior for strongly peakkelihoods
may be resolved by using an approximation to the likelihoud-i
gral using the Laplace approximation, which can be thought@
Taylor expansion of the log likelihood computed at the MEEhe

to find the global maximum. We also used small initial valués o Laplace _appro_xirn_ation can be f_urther approximated by tlwaa
¢i = 0.01 for the regularization parameters and reduced them to Information Criterion (BIC). BIC is often presented as arection
¢; = 1078 in 3 steps to prevent the initial unconstrained problem to maximum log likelihood to account for the degrees of fiaad

and regularization path from unduly influencing the seacctitie
global maximum.

4.3 Model Selection

of a model. The BIC is defined as
BIC = log P(D| M, ) — log(N) - d/2 @)

where N is the sample size and is the numbers of parameters

We now describe the method we use to select the best modelin the model. Note that since the likelihood tetog P(D | M, 8)
from our set of three. Each of the 3 models is fitted to the data scales a® (V) with sample size, so does the BIC. In our experi-
from a single endhost and given a score indicating how well th mental work we computed both Laplace approximations and BIC

model explains the data. From the Bayesian perspectivéetter
model is the one that is more probable for the set of data wbder

Model selection is thus a question of comparing which moslel i
more probable. We adopt the method for comparing two models
in [23], and based upon the numerical value of the comparativ

metric, we decide which is better. If they are indistingaisle,
then we select the model with fewer parameters.

corrections and found to our satisfaction that they agreewthin
a fraction of a percent on the data used.
With the BIC approximation, the log Bayes Factor becomes

loglgfkuap :=B|CEH>—>B|C[> (8)

When computing Bayes factors for different bin sizes, thenu
ber of bins comprising the sample size varies. To removesffest,

We first explain our use of Bayes Factors — a method related to e divide by the sample siz¥. Of course, in interpreting the mag-

likelihood ratios, but with a Bayesian flavor — as a rigorowetimd
for model selection. This section follows closely the preagon

in Kass and Raftery’s recent paper [23]. We view model silect
as computing the modeM that is most probable given the data,
D. This requires computing the posterior of the model evaltiat
at parameter value& P(M | D, 0). For purposes of comparison
we want to find the model, within the range of allowable par@me
values, that maximizes this probability - or equivalentityfind the
maximizer of the log posterior:

0 = argmax log P(M | D, ) 4)
a<0<b

Posteriors are computed with Bayes rule. In practice, nizaler
issues arise since the likelihood term becomes infinitdiramall
as the number of data points becomes large, and we considadin
the posterior odds —the ratios of posteriors—between twd-mo
els, as our selection criterion. To compare the motép to the
proposed modeM g p, the posterior odds will be

P(Mgr|D)
P(Mp|D)

_ P(D|Mgp) P(MEer) ®)
P(D|Mp) P(Mp)

The Bayes factorB F, in this equation is defined as the ratio of

nitude of Bayes factors, to evaluate the strength of the emisn,
the factor of NV should be left in.

In order to use the Bayes factors to select the best modeleaa n
to interpret the numerical value of the Bayes factors. prting
the magnitude of Bayes Factors heuristically is commonltyeday
considering the ratio as an odds ratio, e.g., odds of 20 tdfdvior
of the model in the numerator corresponds & = 20, or, using
natural logslog BF = 3. This choice of numerical cutoffs for the
Bayes factors directly corresponds to a choice of prior abdty
to place on each model. This can be seen in equation 5 since the
model with higher posterior odds is determined by the Bayesdf
times prior odds. In Table 1 we show a typical convention fioeli-
preting Bayes Factors, with their suggested labels. Thisemtion
was developed by Jeffrey’s [23] and has been frequentlyiegpi
the literature.

To summarize, our method works as follows. For a given end-
host computer, we computeg BFgp,p as in Equation (8). The
convention in Table 1 suggests that if the B Fz p, p is larger than
3, then the EP model should be selected. If it less were 3tliee.
models are indistinguishable), then the P model should leetsel

1The Laplace approximation is know in the Physics litera@mse
the saddlepoint approximatiof27]



Simulated Zeta (Discrete Pareto) Estimates
Table 1: Interpretation of Bayes Factor strengths

Odds log,,(BF) log(BF) Strength of comparison

20:1 1.3 3 “substantial” 224 ¢ B qoF
100:1 2 4.5 “strong’” 3 | ; ‘ H
1000:1 3 7 “decisive” 209 : B o : H ‘

l H f 3

R R

12 1.32 1.43 1.54 1.66 177 1.88 2
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as a final choice since it has fewer parameters. This comrenti
is based upon a typical amount of data, and in our case we have
a larger than usual dataset size. We thus increase the dfadesh
to 10, which increases the odds that the best model has been se  **]
lected. Put alternatively, this gives us more confidencejext the
pure Pareto model. If the EP model is selected, then we camput
log BFeep,ep- Again, if this factor is above 10, then EEP is se-
Iected, otherwise the final choice is EP. AEST ML AEST ML AEST ML AEST ML AEST ML AEST ML AEST ML AEST ML
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5. VALIDATION

In this section, we validate our model selection and paramet Figure 2: Comparing generated model parameters with esti-
estimation methods. In order to make comparisons with ‘ggou  mated parameters for AEST and MLE methods.
truth’, we use synthetic data so that we may know the trueavafu
the parameters of the generating data, versus the modehptms

that our method estimates. Since initially it is just as lijkthat the tail estimate. The advantage of AEST is its simplicityl &ck
any of the 3 models is best for a given user, we need to validate of assumptions about the form of the overall distributiorESY
that our method is capable of selecting any of the three rsodel s aiso less computationally intensive, but since as a siator
First we use these models to generate samples of netwofictraf it disregards part of the data, it cannot achieve the santiststa
which are in turn fed into our MLE optimizer that computes the cg) efficiency as the MLE estimator. However, since we negtl bo

BIC value for the fit along with estimates 6, 1, A) for the EP an estimate conditioned on the full dataset for model seleend
model, (&, m1, A1, M2, A2) for the EEP model, and simply for are willing to pay the computational price of direct optiatibn of
the P-model. the liklihood function, we elect to use the more heavy-handead

In this way we can compare our estimates with the true paermet more accurate estimate produced from an MLE.
values to gauge the accuracy of the method. In Fig. 2 we show Next we confirm that our model selection mechanism does in-
the MLE method’s distribution ofv estimates for EP models on  deed select the right model by comparing Bayes Factors for pa
EP sample data. The eight synthetic test values afe indicated wise comparison of models run against simulated data froem on
on the top of the plot. The box plot indicates the rangexof of the models being compared. We ran these tests over a rénge o
estimated by two different methods. For each test value,ame r  sample sizes, from 500 to 20,000 points, in the style of anrérap
100 tests of 10000 samples each, generated from the EP model:‘design of experiments” to find what sample sizes were necgss
The 100 tests spannedvalues from 0.1 to 0.3 aneéh; = 0.5. to show adequate model selection results. For each tesarszen
We see that the range @fs in the columns subtitled “MLE” is with a given number of samples, we computed Bayes Factors ove
almost always within a few percent of the true value as shoyvn b 100 test instances. We ran the following 3 test comparisdns.

the dotted horizontal line. This validates that our MLE op#ation the first test, we generated samples from the EP model and com-
algorithm for the EP mixture model converges to an accuraligev puted the Bayes Factor for the EP versus the P models (hypothe
on data when run on simluated EP data. ses). Clearly, if the methodology works correctly it shoptefer

In comparison, in [9], the authors develop a method called a the true EP model. In the second test, we again considere@taP d
‘scale estimator’ for estimating the parameter of heavy-tail dis-  as the “truth,” and asked our method to select between EEEBNd

tributions, based on a scaling property of sums of healgedaan- as candidate models. For the third test, we instead gedeEte

dom variables. With a publicly available implementatioaled data, and used the method to choose again between EEP and EP as
aest this tool has been widely used in other research effortg,,(e =~ candidate models.

[30]). An attractive property of this estimator is that itienpara- In Table 2, we summarize the ability of our model selection

metric and easy to apply. This method is primarily used fer th method to distinguish the 3 hypotheses. For each test, wetha
tails of a-stable distributions, and tries to handle the usual prob- minimum number of samples that were needed to achieve a con-

lem of identifying where the tail begins by carefully selagtthe ventional level of Bayes Factor, as noted by the tesnisstantial,
data used in computing the tail estimate. Since we know thergt strong, or definiteorresponding to the conventions in Table 1. For
truth, in these validation tests, we can compare the regrdtiuced the first two tests we list two results, showing how with aiddial

by this tail parameter estimator with our EP model estimat¥s samples we can get stonger results. For the first test, thedelriso

restrict our comparison tb < « < 2, the range over which both  clearly distinguished and it doesn’t take many samplesubstan-
methods apply. Thé values boxplots obtained via the AEST test tially” reject it. Then with as few as 5,000 samples, we caef“d
are paired with the MLE boxplots on the same data in each panel initely” prefer the EP model, underlining that the test betw EP

of the figure. Interestingly we see that the AE&S have a higher and P models is powerful. For the second test, we again sea tha
variance and tend to be biased. In some sense, this is noissugp fairly small number of samples is sufficient to make “subgtdly”

as the authors published results [9] acknowledge similiimate the right choice. However, getting to the next level of adsg”
variances when the underlying distribution is Pareto. Birlyi the preference for EP requires many samples (around 10,0003.i§h
bias may well be due to the exponential component bleedittg in indicative of the similarity between the two models, suggedy



Truth | Model Choice:| Min Number | logio BF
Samples strength
EP EPvs. P 1000 substantial
5000 definite
EP EEP vs. EP 1000 substantial
10,000 strong
EEP EEP vs. EP 9000 substantial

Table 2: Confidence in model selection

EP vs P Models

Log10 Bayes Factor
400 600 800 1000 1200

200

Figure 3: Boxplot of BIC comparison for Pareto vs. 2-

component Mixture Model.

the qualitatively similar shapes of EP versus EEP. All inveth
sufficient data we pick the right model because the EEP model i
curs a penalty for extra complexity (recall the penalty ténnthe

BIC factor) even though the EEP model subsumes the EP model.
The third case, when the EEP model is true, is the hardestone t
discriminate. Here when there were less than 9000 sampie?, E
cannot be “substantially” distinguished from the EP. In suamy,

we see that eventually our method accurately selects theator
model—as long as enough samples are provided, but the pdwer o
the different pair-wise tests differs greatly. Specifigdlie EP vs.
EEP choice is harder to make than the EP vs. P choice.

We reveal in the next section that in practice the Bayes Fscto
computed on our data have values ranging in the hundreds, wit
sample sizes in the thousands and tens of thousands. Thaisithe
ity to discriminate among models on real data appears strdhgn
this validation exercise would suggest. This may mean that t
“true” models don't lie between the hypotheses, but muckeri®o
one hypothesis than the other. This is reason to believedhatr-
ing samples on the order of a few thousand (or at most 10,8GD) i
fairly light requirement for model selection in our domain.

6. RESULTS

In this section, we used our methodology to select the bedemo

EEP vs EP Models

1200

o

1000

800

Log10 Bayes Factor

200

Figure 4: Comparison of EP and EEP models

strength as indicated in Table 2. There are a very small nuofbe
users whose whodeg BFrp,p Was near zero. Recall from Sec-
tion 4 that when two models are considered indistinguishatble
model with fewer parameters is selected. The methodologgtse
a Pareto-only model for roughly a dozen of our endhost mashin
Not only is the two component mixture model EP preferred for a
the other users, but it is strongly preferred as evidencetidhigh
Bayes factor values. We observe a small trend here in thhedsr
sizes increase, the log Bayes factor ratio gets larger. &rhjsrical
observation indicates that for larger bin sizes, the exptialecom-
ponent plays an increasingly dominant role. Although natsh
here on graphs, we also observed that as the bin sizes iacthas
median mixing fractionn increases. This corroborates the obser-
vation that the exponential plays an increasing role fagdaibin
sizes.

Next we compare the EP and EEP models. Fig. 4 plots the distri-
bution (as a boxplot) of the Bayes factors over all userseémh of
4 bin sizes. Interestingly, we see that at bin sizes of 64 28dthe
Bayes factors are close to zero for the majority of the us®irsce
the two models are fairly indistinguishable here, we ageaiect
the model of lower complexity, namely EP for nearly all thenss
(There are a few outliers that would elect EEP). At largerdires,
we do see some users for whom the EEP model is selected. Over-
all, our method assigns the EEP model to roughly 30% of thesuse
and the EP model to the remaining 70%.

Fig. 5 shows which model is selected by the methodology for
all of our endhost machines. Overall we see that only a hawodifu
users are given the Pareto-only model, and between 15%-40% o
user machines are best modeled by EEP (depending upon the bin
size). Overall, the EP model is selected for 50-85% of thesyse
again depending upon the bin size. We conclude two thinga fro
this section. First, the flexibility we have built into our thedol-
ogy is important and needed because the best model for ore end
host is not necessarily the same for another endhost. Sefand
the majority of the endhosts, the mixture model consistingoe

for each of our 270 users. We then make some observations abou€exponential and one Pareto is clearly the preferred model.

our users based upon the selected models and model parameter

6.1 Choice of Models

First we compare the P and EP models for each user. In Fig. 3
we plot the log of the Bayes Factor (or difference in BICs)uf t
two models. The x-axis labels indicate the bin size that veesiu
when the models were computed. For each bin size, we com-
puted thelog BFgp,p for each user. For each bin size, we use
box plots to show the distribution of the Bayes factors ovethe
users. We can see that for nearly all users we can select the tw
component EP model as ‘definite’, according to conventioBih

6.2 User Behavior

As indicated in Section 2, there is a growing interest in unde
standing the range of variation of user behavior. We now labk
some of the model details to explore the range of paramegers s
lected across users, and the amount of mixing between the two
model components. We computed an EP model for all our users,
and show thex and\ model parameters for each user in Fig. 6. The
users are ordered along the x-axis, in terms of increasihg \at
mediana. For each user, the upper plot shows a boxplot describing
the range ofy’s selected across eight bin sizes. This plot indicates
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Figure 6: Distribution of («, \) across users. Sorted in increasing order or average. The dotted red line is the meanx over the set

of users.
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Figure 5: Choice of models based on Bayes Factors for differ-
ent users. Each bar represents the same users with a differen
binning time window

that the particular value ok selected by any individual user can
vary substantially depending upon the bin size. We also Isate t
the median values ef range from 1.3 to 2.3 across the users. The
slope of the tail across users can thus vary substantiatbrins of
how "heavy" it is. Those witla's approaching 2 have lighter tails
than those whosae is closer to 1. The lower plot shows the value
of X\ selected by the users. Here we see that there is little i@riat
in the value of\ chosen.

In earlier Internet traffic modeling studies, theparameter lies
between 1 and 2. Here we sefs larger than two. There is noth-
ing inherent in the data, nor in Pareto distributions thaith the
a < 2[6]. Distributions witha: > 2, have finite variance. The fo-
cus ona < 2 has come from the interest in studying distributions
with infinite variance. Similarly, when < 3, the third moment is
infinite.

To see more carefully the details of the distributiona¢$ over
users, we provide a histogram for the selectedalues for each
user at a bin size of 64 in Fig. 7. We see that user’'s have very
different properties in terms of the heaviness of the tathef dis-
tribution. Roughly 1/6 of our users, hawe< 1.5 implying a fairly
heavy tail. Most of our users haves around 1.6 or 1.7. Itis inter-
esting to see that we do have a small number users (4)awith2
indicating a finite second moment. This rangexs indicates that
there is a great deal of diversity in shape of the tails acuesss.

We now look more closely at how the users mix the two compo-
nents of the model. A value of. close to 0 implies that the model
is dominated by the exponential distribution, (when= 0 there is
no Pareto component in the model). Similarly wheris close to 1
the Pareto component dominates the behavior of the modet (1
indicates there is no exponential component). Thparameter is
considered aoft model selection factor because of its ability to
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Figure 7: Histogram of estimateda values across users at a 64
second bin size.
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Figure 8: Histogram of estimatedm, across users at a 64 sec-
ond bin size.

indicate the strength of each component of the distributidhe
MLE estimates determing: from the data, which is why is can

be viewed as a soft model selection factor. To see the range of

m values chosen across our users, we provide a histogramsof thi
mixing factor in Fig. 8. The frequency on the y-axis denotes t
number of users whose parameter is that indicated on the x-axis.
We see that only 3 users picked anvery close to 1, indicating
that the pure Pareto model suites practically none of ouisusin
agreement with the Bayes Factors conclusions. Most of thesus
have anm parameter less than 0.4, and roughly half of our users
hadm < 0.25 indicating the dominance of the exponential com-
ponent in the model. The: values are fairly well spread across
the range 0 to 0.5 (roughly). We can also interpret this raige

as a indication of user diversity, in that their mixing fiacis differ
substantially.

7. DISCUSSION

There are a number of scenarios in which the models we develop

in this paper have application.

7.1 Synthetic Traffic Generation

model | OFF | ON
P 7.7% | 6.4%
EP 92% | 84%
EEP | 0.3% | 9.6%

Table 3: Percentage of users that selected P, EP and EEP mod-
els for OFF periods. Same for ON periods.

One of the uses of statistical traffic models is in synthetéfit
generation. There has been a considerable interest overattie
few years in developing traffic generators, e.g., for useesting
protocols and load balancing schemes (see [1] for a compsalee
list). Typically such tools generate traffic such as one d@méde
near routers or gateways, i.e., aggregated UDP streams @Rd T
streams simulating a collection of applications. Howeitag not
necessarily the case that traffic from a given user is modeled in
such cases. Our models fill this gap, describing live trafeser
traffic directly at endhosts, and can be used in testing sitena
when individual user traffic is needed.

The results we report in this paper lend themselves nayuiall
a traffic generation methodology based on a two-state matlel.
think of the flows in and out of an endhost as being either “ON” o
“OFF.” The endhost alternates between ON and OFF statea: dur
tion in the ON state is governed by a particular distributias is
duration in the OFF state. While in the ON state, the number of
network flows per bin is given by one of the distributions &udd
in the previous Section. The OFF (“network-idle”) state tcags
episodes when the machine is powered on but does not generate
any traffic.

Note that this model can be used to generate traffic for an indi
vidual user, or by aggregating multiple instances of the ehazhe
can generate traffic for a population of users. When multigkers
are involved, the parameters of the flow arrival processssausers,
as well as the specific model (P, EP, or EEP) for each user, may b
varied as discussed in the previous Section. To populate auc
population model, one could gather tables that capture rimgoigs
(A, m, «), reflecting a broad range of values and legitimate pairings
of these parameters. This could be used via distributiorpbag
to generate flow-level samples. More generally, this trgaleld it-
self be modeled by a multi-variate distribution, or via araiehical
Bayes model.

To complete such an ON/OFF traffic generator, one needs mod-
els for the ON and OFF periods. Hence, we used our data to de-
velop those models, using the same methodology we applied to
connection counts. For each endhost, we used our methgdmog
select either P, EP or EEP to model the length of each users’ ON
periods and OFF periods. Note that one model (e.g., EP) can be
selected to model the length of the OFF period, while a dfier
model (e.g., EEP) can be selected to model the ON periodHengt
We calibrated ON-OFF models for all of our endhosts; summary
findings are given in Table 7.1. The table shows the percerifig
users that choose the P, EP or EEP model as the best to dekeribe
length of both ON and network-idle periods. Once again, tRe E
model is most often the best; we see for example, that for 92% o
endhosts, the length of network-idle periods is best cagtby the
EP model.

Our calibration results in a choice of model, as well as &lue
of the corresponding model parameters, for each endhosta-In
ble 7.1 we list values for each model parameter averagedscro
users. For each state, OFF and ON, we provide the paraméters o



model « A1 Ao mi mo
OFF
P 2.06
EP 2.35] 0.77 0.16
EPP | 2.24| 1.27| 0.75| 0.13| 0.12
ON
P 1.89
EP 2.15( 0.47 0.36
EPP | 2.7 | 0.72| 0.43| 0.16 | 0.46

Table 4: Mean values of ON-OFF model parameters

the model, when P is selected, when EP is selected, etc. To in-

Bixfix is an enterprise application that automatically mgemsoft-
ware updates. Large ICMP bursts in our enterprise are known t
occur due to activities that scan multiple servers to findctbeest
one for a download. The behavior during so called "expoaénti
bins (windows of time) appears to be driven by all 8 categorie
shown, with Web, DNS and ICMP being the primary drivers. One
may postulate that the Web and DNS traffic (clearly these tao g
together) is primarily human-triggered activity. ICMP ieepent to

a roughly equal degree in both the exponential body and tretga
tail; the implication being that the ICMP “bursts” vary a gteleal

in size.

Fig. 9(b) plots the flow counts for a particular traffic categas
itis observed in bins where the user is idle and when the ss-i
tive. Again, the counts were normalized by the total flow ¢eun
each class. In this breakdown of the traffic, we see that nfabeo

terpret the data in Table 7.1 consider an example. When the EPtraffic categories examined are present in equal measurtherhe

model is selected to model the OFF period, then the valueseof t
3 parameters for this modele, A1, m1), are given in the Table.
Each value stated is an average computed over all endhoktnmeac
that selected that model for the given state. (Space dogsenaiit
giving a more detailed characterization of the calibratédQFF

the user is idle or active. On the one hand, the existence aif a f
amount of heavy-tailed traffic during user-idle periodsasmswhat
surprising because it opposes findings from other healgetae-
search studies claiming that the reasons behind the hedey-t
traffic is due to user behavior. On the other hand, it makesesen

models, but the Table gives some examples that may be used towvhen you consider modern day practices for configuring prise

generate synthetic traffic.)

7.2 Traffic Composition

The traffic models described this far are high level modeds th
are agnostic as to the particular kinds of applications ovises
present in the traffic. An interesting future direction offeirest is
in uncovering the generative models behind the traffic bejeg-
erated. Are there particular applications and ports that te oc-
cur more often in the exponential component of the distidm,tor
the pareto component? Are there particular types of trafc are
generated by human interaction, or by the background psesem
the host? While a detailed analysis of such questions isdautise
scope of this paper, in this section we present some initielrfgs
towards these questions.

We used our traces to see which applications are being used du
ing each of the two behavioral regions, 'exponential’ amd”t\We
can soft-cluster the bins in each user trace (independeasybe-
longing to the 'exponential’ or 'tail’ region of the model lypm-
paring the connection counts against our threshold thaksrtae
start of the tail. This clustering (or labeling) indicatebigh com-
ponent of the model is dominant in that window of time. Using o
keyboard and mouse click data to associate with each bin ehiiag
indicates if the user was active or idle in this time windowe UW¢e
a simple and conservative heuristic: the user is considdiedh a
time window if there waso recorded user activity in the window,
and active otherwise.

From our dataset, we extracted the top 24 ports ranked bl tota
count across all the users and further semantically grotipeah
into a smaller set of 9 traffic categories (loosely, appiorat) of
interest. For instance, tcp traffic on ports 80, 443 and 8088 w
grouped into a “web traffic” category; we noticed dns traffit o
both tcp and udp, which was combined into a single “dns traffic
category. We present results for these 9 categories.

Fig. 9(a) plots the flow counts for a particular traffic catggas
observed in bins falling in the exponential (or pareto) mdrthe
mixture model. The counts are normalized by dividing thentsu
by the total flows observed in the exponential (or pareto hie-
spectively. For each application category, the bar on thedéers
to the exponential bins, whereas the bar on the right desstite
pareto labeled bins. We see that the traffic in the parets isiil
dominated by four traffic categories, DNS, Web, ICMP and Rixfi

clients. Such clients come pre-configured with a great diesdft-

ware for security (AV engines that get updated multiple 8nae
day), monitoring, software compliance checking and saftvwap-

dating. These enterprise applications are autonomous eret afe
traffic whether or not the user is active. Web traffic is theyarat-

egory that differs substantially between user-active aset-idle

time periods. The web traffic during user-idle periods mdiece

web content that is refreshed aggressively, and also asymairs

(eg. AJAX) style applications.

While the results presented here are extremely prelimjtiagye
is evidence that points to specific applications (and traffpes)
contributing more to one part of the mixture model distribnf
and that there are traffic types that have a strong dependertbe
state of the user. We hope to explore these in future work.

8. CONCLUSION

In this paper we set out to model flow traffic as generated by
endhost machines such as enterprise employee laptops. We em
ploy mixture models based on a convex combination of compone
distributions with both heavy and light-tails. We appro#ud mod-
eling problem as a model selection problem rather than argessd
of-fit test. Our methodology selects the best model for arhesid
by considering a family of 3 models and doing pairwise compar
isons to pick the best one. We employ the Bayes factor, based o
the Bayesian Information Criteria (BIC), for these comganis. To
the best of our knowledge, this is the first paper to study yésils
of data collected directly on endhosts, and is the first toleyna
model selection approach.

We apply our methodology to data collected from 270 enteepri
users, and uncover a variety of salient findings about thes. dexri-
marily, we find that for the vast majority of users, the methlody
selects the EP model. Although there are some users bestedode
by EEP, and few by P. This shows the importance of a method that
users a family of distributions and does not presupposegiesitis-
tribution model for flow traffic. We learn that our enterprisser
population contains a great deal of diversity; not only dedént
users need different models, but some are heavy-tailed edso
not. We observe a wide range of values for the tail slope axd mi
ing fraction in our models. We also showed how our model can
be applied to find ON-OFF models capturing network-activé an
network-idle periods. Such models are an important steyrn s



AV
(a) Flow counts across bins marked 'exp’ and 'pareto’

dns netbios msrpc  Idap web

bigfix
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thetic traffic generation. We take an initial glance deepés the
network traffic and see hints that a small number of protoants
applications may be responsible for the observed heavipeaiv-
ior. We also see the presence of heavy-tailed traffic whersse
idle indicating that the flows comes from machine-genertsitic
(such as enterprise applications and chatty protocolghdruture
we plan to further explore the generative models behindraféc
patterns we observed herein.
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